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Securing a cloud computing environment has been a major development in computer 
network. Cloud computing services are popular for its ease of use and dynamic scalability 
with great reliability feature. Wireless broadband network offers dynamic feature in cloud 
computing services. Despite the fact that wireless broadband network in susceptible to 
security attacks, it is still widely used in modern days. With the right security protocol 
implementation, securing cloud computing environment will allow cloud computing to 
provide a better service and performance.
This algorithm is simple and it is based on existing security protocol and is proposed 
for detecting and preventing security attacks on the network by filtering packets in the 
network. The algorithm is implemented in a simulated network environment and results 
obtained is analyze based on packet delivery ratio.
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ABSTRAK
Menjamin persekitaran pengkomputeran awan telah menjadi pembangunan utama 
dalam rangkaian komputer. Perkhidmatan pengkomputeran awan adalah popular kerana 
senang untuk digunakan dan skala dinamik dengan ciri kebolehpercayaan yang besar. 
Rangkaian jalur lebar tanpa wayar menawarkan ciri dinamik dalam perkhidmatan 
pengkomputeran awan. Walaupun rangkaian jalur lebar tanpa wayar terdedah kepada 
serangan keselamatan, ia masih digunakan secara meluas pada zaman moden . Dengan 
pelaksanaan protokol keselamatan yang betul, persekitaran pengkomputeran awan akan 
membolehkan pengkomputeran awan untuk menyediakan perkhidmatan dan prestasi yang 
lebih baik.
Algoritma ini adalah mudah dan ia adalah berdasarkan kepada protokol keselamatan 
yang sedia ada dan yang dicadangkan untuk mengesan dan mencegah serangan keselamatan 
di rangkaian melalui menapis paket dalam rangkaian. Algoritma ini dilaksanakan dalam 
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1.1 Background of Research
Cloud computing is the delivery of computing services over the Internet. Cloud 
services allow users to use software and hardware that are managed by third parties at remote 
locations. Cloud computing provides a shared pool of resources, including data storage space, 
networks, computer processing power, and specialized applications. The cloud computing 
model allows access to information and computer resources from anywhere that a network 
connection is available.
There are 3 cloud computing service models, which are Software as a Service (SaaS), 
Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). Cloud services are 
popular because they can reduce the cost and complexity of owning and operating computers 
and networks. Since cloud users do not have to invest in information technology 
infrastructure, purchase hardware, or buy software licenses, the benefits are low up-front 
costs, rapid return on investment, rapid deployment, customization, flexible use, and 
solutions that can make use of new innovations. In addition, cloud computing benefits 
include scalability, reliability, and efficiency. Scalability means that cloud computing offers 
unlimited processing and storage capacity. The cloud is reliable in that it enables access to 
applications and documents anywhere in the world via the Internet. Cloud computing is often 
considered efficient because it allows organizations to free up resources to focus on 
innovation and product development.
Cloud computing services can exists in various kinds of network infrastructure such 
as connection oriented, wired based infrastructure, examples like point-to-point network, 
wired local area network, optical network and many more. Some are wireless based 
infrastructure, wireless LAN, cellular based, WiMAX and more. There are differences in
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these two types of infrastructure. The security measures for each infrastructure are different
for these two.
In wired based network infrastructure, the security level can be determine with the 
aids of additional hardware to implement certain protocols and this infrastructure follows the 
OSI layer communication standard. But in wireless, since the communication medium is 
either by radio waves travel in vacuum, it lacks certain layer which can be crucial in 
implementing a security protocol.
1.2 Problem Statement
In cloud computing, there are few security related issues. The issue can be categorized 
into following; (1) Security Standard, (2) Network, (3) Access Control, (4) Cloud 
Infrastructure and (5) Data. Each of these categories generates security related issues in cloud 
computing services. But the main focus of this research project will focus on the Network 
category, which the biggest security issue in cloud computing (Khalil et al, 2014).
There are kinds of network related attacks out there on cloud computing but most 
common attack is DoS or DDoS. These kinds of attacks focus on flooding the entire targeted 
system using a method which transmits packets continuously until the targeted system 
resources is exhausted leaving the system inoperable for period of time. This can achieve by 
transmitting from a single workstation to the destination or from multiple sources by using 
botnet.
The challenge in providing a secured and safe cloud computing environment, 
especially on a wireless based network infrastructure, which is most susceptible to attacks.
2
The critical factor keeping a cloud computing secure as much as possible is to detect and
mitigate the attack before it happens.
1.3 Objectives
The aim of this research project is to provide a secured cloud computing environment
based on operability of the services.
1. To study and analyze DDoS attacks on Cloud Computing network and various 
mitigation techniques. 
2. To design an efficient algorithm for mitigating denial-of-service attacks on cloud 
computing. 
3. To evaluate the results obtained from the simulation based on the proposed algorithm.
1.4 Methodology
In this research project, there will be 5 phases of research method. These 5 phases will
effects the research conducted throughout the entire research duration. The 5 phases are 
network design, network simulation testing, algorithm development, algorithm 




The first phase of this research is to design a suitable network infrastructure to 
accommodate the criteria of the research purposes. The network infrastructure should be able 
to simulate a real working network in life.
The network infrastructure will be focusing on using WiMAX system as a wireless 
network connection. The main reason for using WiMAX for this research is because of 
vulnerability that existed in WiMAX network due to its architecture design (Kumar and 
Gupta, n. d. ).
1.4.2 Network Simulation Testing
In network simulation testing phase, we will test the designed network to check 
whether the network is working and operable. The testing will focus on the packet 
transmission from one point to another to see whether the packets transmission in the 
network.
The purpose of the testing is to check whether the network can transmit packet from 




In algorithm development phase, we will develop an algorithm based on the network 
to measure the packet ratio receive and transmit. The algorithm will be written in C++ 
language.
1.4.4 Algorithm Implementation
In algorithm implementation phase, we will test the developed algorithm by 
implementing the algorithm into the simulated network provided with a written script to 
specify the parameters in the network simulation.
1.4.5 Simulation Performance Evaluation
In this phase, the simulated network simulation will evaluate based on the results 
generated by the simulator. We will compare the results between the network simulation, one 
without the algorithm implementation and one with the algorithm implemented.
The performance analysis will be focus on packets delivery ratio, to see the
effectiveness of the developed algorithm in mitigating the attack.
1.5 Scope of Work
For this research project, the DoS attack will be simulated in a controlled environment 
(only control signal will be used no data), under a specific network type, which is a 
combination of wired and a wireless network. The network will consist of a cloud, connects
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to a WiMAX hub, the hub is connected to WiMAX network tower called "Base Station" and
the station will connect to the end devices such as PC or workstation through backhaul.
The network infrastructure will be simulated using a network simulator, which is 
NCTuns 6.0 network simulator. The simulator provides substantial support in simulating 
desired network under customized preferences. All simulations will be performed in NCTuns 
6.0. The results gathered will be generated from the same simulator for consistency.
We will focus only on one type of DoS attack, which is a volumetric attack for that 
selected network. The attack will focus on a single target, which is the cloud server, through a 
single source.
1.6 Significance of Research Project
This research project will enable people to have a better view on how does a DoS 
attack work how the attacker perform and initiate the attack. DoS can be performed on any 
network structure provided with the knowledge of the targeted network layout.
Understanding a DoS behavior can have significant effect in implementing a suitable 
mitigation algorithm. DoS attacking can be very specific. Knowing which layer the DoS 
attack can help in narrowing down the needs to develop a mitigating algorithm or prevent any 
future attack.
With the proposed algorithm, we have enhanced the existing, cloud computing 
network with the algorithm which can reduce the attack based on packet delivery ratio. This 
gives us a more secured cloud computing services.
6
1.7 Research Project Contribution
The research project has developed an algorithm which can be used to mitigate the
DoS attack on cloud computing services. Significant contribution includes
1. Knowledge of DoS attack on cloud computing
The research described the attack, specifically DoS attack, on cloud computing 
system. The research describe the vulnerability existed in cloud computing and which layer is 
attacked based on the attack. This allows us to have knowledge on overall cloud computing 
network structure and deploy a much better system with proper hardware installations and 
proper security configuration such as the Quality of Service (QoS) to cater the needs of users.
2. Enhanced Cloud Computing Security Measure
With the proposed algorithm, we have designed a better cloud computing service
environments with the reduced risk of DoS attack.
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Chapter 2 Literature Review
2.1 Introduction
The purpose of this chapter is to review previous existing researches regarding 
network security, cloud computing security issues and techniques to mitigate the attacks. The 
focus of this research area is cloud computing attack and the evaluation of cloud computing 
throughput, which is measured by per packet delivery ratio when an algorithm is 
implemented into the network model. Based on the research, the analysis will provide output 
and results will be evaluated to determine the effectiveness of the algorithm.
For this research purpose, there are six research papers to be review. The first paper is 
regarding verification of DDoS attack packet dropping algorithm. Second is about detecting 
DDoS attack using an enhanced CBF packet filtering method. Third one is regarding 
intrusion detection model for cloud. Fourth is about using a Hypervisor-based technology for 
secure virtualization in cloud environment. The fifth paper is about mobile multihop WiMAX 
secure authorization and key management protocols. The sixth paper is a technique for 
mitigating DDoS attack by using hierarchical network to protect high priority nodes
For this research, the hardware requirement for this research will be PC or laptop. 
Software or tools required are Fedora and NCTuns 6.0 network simulator. C++ is used as the 
programming language for algorithm script development.
2.2 Definition of Cloud Computing
Cloud computing is the delivery of computing services over the Internet. Cloud
services allow individuals and businesses to use software and hardware that are managed by
8
third parties at remote locations. Examples of cloud services include online file storage, 
social networking sites, webmail, and online business applications. The cloud computing 
model allows access to information and computer resources from anywhere that a network 
connection is available. Cloud computing provides a shared pool of resources, including data 
storage space, networks, computer processing power, and specialized corporate and user 
applications (Yashpal, 2011).
Yashpal Kadam (2011) stated that cloud computing can be categorized into three 
main model; Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as 
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Figure 2.1: Cloud Computing Service model
2.3 Overview of WiMAX
WiMAX is defined as Worldwide Interoperability for Microwave Access by the 
WiMAX Forum (Seyedzadegan and Othman, 2013). It is based on IEEE 802.16 standard and 
9
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is a Wireless MAN (Metropolitan Area Network) technology. WiMAX is designed to cover 
wide geographical areas serving large number of users at low cost and provides a wireless 
alternative to wired backhaul and last-mile deployments. According to Seyedzadegan and 
Othman (2013), WiMAX provides LOS, Near Line of sight and Non line of sight coverage 
with the greatest range covered in case of Line of sight and least distance covered in case of 
Non Line of Sight conditions. The Forum describes WiMAX as "a standards-based 
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Figure 2.2: WiMAX network
2.4 Security attacks in Cloud Computing
Cloud means the use of virtual machines, which contain critical applications and 
sensitive information, off reason to open and imparted cloud situation makes security 
challenges for associations that have depended on system border barrier as the principle 
strategy to ensure their datacenter. It might likewise revoke the compliance and security
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breach concern. These attacks can be denial-of-service attack, side channel attack,
authentication attack, and man-in-the-middle attack (Yashpal, 2011).
2.5 Literature Review 
2.5.1 DDoS Verification and Attack Packet Dropping Algorithm in Cloud Computing 
2.5.1.1 Background 
On the paper published by Muhammad Zakarya (2013) entitled DDos Verification 
and Attack Packet Dropping Algorithm in Cloud Computing, the author proposed an 
algorithm for mitigating a DDoS attack in which the algorithm is based on an entropy based 
ADS (Anomaly Detection System) to further improves the network performance in terms of 
computational time, QoS (Quality of Service) and high availability. In their research paper, 
they found out that when there are possible numbers of messages, then each one can occur in 
certain period of time known as the probability of the message. The more uncommon the 
message is, the more information it contains. The author stated that their proposed ADS have 
no overhead of extra packet, resulting in good Quality of Service.
2.5.1.2 Network Topology
The author proposed cloud architecture for their research for proposed ADS 
evaluation. The whole cloud is divided into multiple smaller cloud section either on 
geographical on administrative base. The ADS is installed on every edge router. The 
confirmation algorithm needs to be installed on every subsequent router to the edge router.
11
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Figure 2.3: Cloud infrastructure
When DDoS is detected at the edge router, the packet flow is transferred to next neighboring 
routers, where the packet is checked against those information collected on edge router. If 
there is no change, the attack is confirmed and the packet is discarded.
2.5.1.3 Simulation Study and Results
The simulation environment had been created using CloudSim as simulator. Routers 
are connected to each other over a 10Mbps link, while other connections are I Mbps link. The 
reason for this is because router forward more data packets as compared to a single
transmitting node. Detection algorithm was
confirmation algorithm is executed on router 3.




Figure 2.4: Network Simulation using CloudSim Simulator
2.5.2 Enhanced CBF Packet Filtering Method to Detect DDoS Attack in Cloud 
Computing Environment
2.5.2.1 Background
A paper published by Priyanka Negi et al. (2013) presents a modification to the 
existing confidence based filtering method (CBF) to handle the problem of database and 
processing speed on victim initiated side. The author implements the use of correlation 
pattern and confidence value. The concept of confidence reflects how much they can put their 
trust on a correlation pattern between an attribute pair. Confidence is the frequency of 
appearance of attribute in the packet flow which means the more times the attribute pair 
appears in the legitimate packet flow, the higher the confidence value of the pair. In their
13
